
Data is the new oil. Data has replaced oil to become the most valuable commodity in the 21st-century. 
This is evident from the fact that five of the most valuable companies in the world, namely, Amazon, 
Google, Apple, Microsoft, and Facebook belong to the data sector. Raw information needs to be 

processed and analyzed for converting it into different kinds of usable data namely, health information, Geolocation information, 
financial information, browsing information, professional and employment-related information etc.

The course is designed to give a better/skilful exposure to the candidates about the existing legislations in the area of Data protection 
laws in India and foreign jurisdictions   such as US, UK, Canada, Singapore and EU, apart from other regulations developed by various 
bodies and departments of the Government.

The program provides a complete overview of the Cybernetics work processes and general techniques that are necessary for the 
accomplishment of intelligence gathering on Cyber Crime scenarios using Cyber forensics and OSINT Tool.
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CYBER SECURITY & DATA PROTECTION LAWS

a. Bachelor's Degree or an equivalent Degree in any discipline from any recognized University; or 

b. Candidates who complete three years of their 5-Year Integrated LL.B. Degree Programme in Law; or

c. Candidates appearing for the final year examination of Graduation / Engineering are also eligible to apply.
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Course Structure

Personal Contact Programme (PCP) sessions will be conducted by the subject experts each 
semester. Each subject shall consist of 15 teaching hours. In case of practical papers (1.1.3., 

1.2.5. & 1.2.6.), a total of 15 hours of virtual lab sessions will be conducted per paper.  The recorded videos of the classes will be 
uploaded on the dedicated website. Case study analysis / projects / assignments will be part of the concerned subjects and will be 
discussed in onsite / online sessions. In case of 1.1.3., 1.2.5. and 1.2.6. the candidates will be required to do a lab assignment / submit 
a report. The Assignments / Projects / Case Study in each subject will be evaluated for 30 marks and the end semester examination 
will be evaluated for 70 marks. For the practical papers (1.1.3., 1.2.5. & 1.2.6.), Lab Assignment / report will be evaluated for 50 marks 
and the End Semester Examination will be conducted for 50 marks.

A candidate to be eligible for the award of the Diploma, should submit all the assignments / projects / 
case studies / lab assignments / reports and should secure 50% marks or 'B' grade in all the subjects 
obtaining at least CGPA 5.50 out of 10.00. 

Conduct of the programme

Award of the Diploma

Subject Code Subject

SEMESTER – I

1.1.1. Law of Cyber Security

1.1.2. Data Protection Laws in foreign Jurisdictions ( US, UK, Canada, Singapore and European Union)

1.1.3. Cyber Security Concepts and Cryptography

SEMESTER - II

1.2.4. Data Protection Law In India

1.2.5.
Cyber Security and Forensics

LAB Sessions: - Digital Evidence Retrievals and Analysis Systems (DERAS)

1.2.6. Open Source Intelligence (OSINT)
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Admission Procedure Direct Admission subject to fulfilment of the eligibility criteria.
Tentative Admission Schedule : June -August every year.

Rs. 40,000/- p.a. (5% fee concession to the candidates belonging to SC / ST / PWD Category)Course fee 
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